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REPORTING 

cybercrime.gov.in  

 

1930 
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Conventional Crimes, Jurisdiction, Crime Scene 
Investigation, Material Evidence, confession 

Leading to Recovery 

 

Vs 

 

Digital Crimes, No Crime Scene, Online 
Investigation, Technical Evidence.  
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In Feb 2018, the City Union Bank's computer systems were  hacked, 
transferring nearly $2 million through three unauthorized 
remittances. This was done using the SWIFT financial platform. 

The international cyber criminals started putting India's less known 
banks on the top of their hacking targets. Pune  based Cosmos 
Bank, was hacked between 11th & 13th Aug 2018, through a 
malware attack on it's servers. More than 12,000 transactions, 
criminals in 28 countries involved, debit cards cloned, firewall 
compromised and proxy server created to manage the 
authentication. It had all what a high end physical & cyber crime 
can have. 

All these still seems to be a reconnaissance operations. State Bank 
of Mauritius, located in Mumbai faced a hack on 2nd Oct, 
accessing it's servers and transfer monies to multiple accounts 
outside the country. It claims to have recovered 90% of the Rs 
190 Crores, does not dilute the gravity, intentions and technical 
capablities in hands of the hackers. 
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'EMPTYING' ATMs 

Adding to the long list of cyber crimes is ATM hacking, which has 
seen a considerable increase in few months. This crosses the 
barriers of skimming based ATM hacks to a full fledged 
emptying of the ATMs, sounds like a physical type of a 
operation. 

"Lazarus possesses an in-depth knowledge of banking systems 
and transaction processing protocols and has the expertise to 
leverage that knowledge in order to steal large sums from 
vulnerable banks. 

Lazarus seems to have been perfecting the modus operandi with 
every successive hack. Banks network is breached and  switch 
application servers handling ATM transactions compromised. 
The unsupported versions of AIX operating system is the main 
culprit. 
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300 Mil. High 

speed Internet  

Internet  

6  

Bharti 

Mail Servers 

30Mil. All Domains 

(2 Mil. <.in=) 

DNS 

260+ IDCs 

`

VOIP, IPTV 

INDIA Internet Infrastructure:2022 

Govt. 
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Enterprise 

Home 

IT / 

ITES 

BPO 

Targeted Broadband connections=100 Mil. 

NIC 

ERNET 

BSNL 

Reliance 

TATA 

Communications 

STPI 

500 Mil. Internet 
Users 

1+ biliion Mobile 
Phones 

MTNL 

700+ 

Major 

ISPs 
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Supervision of Various 
Wings in  Dark Web 

Narcotics  
Control  
Bureau 

Drugs  
Trafficking 

Task Force,  
Women  

Safety Wing 

Child  
Pornography,  

Human  
Trafficking 

NIA(National  
Investigation  

Agency) 

Terrorism  
Related  
Activities 

Law and Order  
Police 

Fake    
DigitalCertificates  

and Ids, Stolen  
Data 
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Internet  

VOIP 

SWITCH 

Internet  

PSTN 

GATEWAY 
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the Company by the name <IGS Digital 
Center Limited= was established and is 
operated in Jaipur, Rajasthan and has a 

branch in White House, Begumpet, 
Hyderabad. 
The company’s call center posts attractive 
and deceptive ads to target and lure gullible 
citizens who are searching online for some 
opportunity to earn extra income. The 

company claims in its ads and telecalls that it 
provides total 300 services viz.,  4/2/2024 URM 34 



1) Domestic money transfer, 2) Recharge bills 
payment-related services, 3) CA services, 4) 
Travel bookings, 5) Aadhaar-enabled payment 
system (AEPS), 6) PAN Card services, 7) 

Express payout,    Bharat Bill Payment system 
(BBTS), 9) Website design and portal services, 
10) Micro ATM services, 11) Legal and IT 
services, 12) Biometric verification and various 
other services. But in fact, they do not provide all 
these services 
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1. Mr Prateek Chauvey s/o Radheshyam 
Chaturvedi, CEO and Director of IGS Digital 
Centre Ltd, r/o Manasarovar, Jaipur, Rajasthan 

2. Smt Dasari Swarnalatha w/o B Prem Kumar, 
HR head at IGS Digital Centre Ltd 

3. Shravan Lal Sharma s/o Suja Lal, r/o Phagi, 
Jaipur, Rajasthan (mediator engaged by the 
company?s MD for allegedly influencing and 
forcing the victim citizen/complainant to desist 
from pursuing the case against the company 
offering to pay money). 
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VISHING 

PHISHING 

SMISHING 

SKIMMING 

BUGGING 

STEALING ONLINE CREDENTIALS FROM 
INMATES 

COLLECTING CREDENTIALS FROM ONLINE 
SITES 

E MAIL SPOOFING/ HACKING 
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Mobiles, 

Data Cards 



If any person 
without 

permission of 
the owner or 
incharge of a 

computer  

Accesses or 
secures 

access to a 
computer 

Downloads, 
copies or 
extracts 

data 

Introduces 
computer 

contaminant 
or virus  

Damages 
computer, data, 
database, or any 

other 
programmes in 
such computer 

Disrupts 
computer 

or network 

Causes 
denial of 
access 

Provides 
assistance 
to facilitate 

illegal 
access 

Charges the 
services availed 
of by a person 
on the account 

of another 
person by 

tampering or 
manipulating 
any computer 

Destroys, deletes, 
alters any 

information in a 
computer 
resource, 

diminishes  its 
value or utility or 

affects it 
injuriously  

Steals, conceals, 
destroys or 

alters computer 
source code  
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Mobile 

ATM images and CCTV clippings 

Bank AC details/KYC 

E-Mails 

Websites 

Payment Gateways 

Bank server details 

Online Investigation 

LR based investigation 
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Memory Forensics 

Mobile Phone Forensics 

Live Forensics 

Audio Video Forensics 

Network Forensics 

Drone Forensics 

Live Forensics 

Onsite Forensics 

Online Cloud Forensics 

GPS Forensics 

Registry Forensics Etc., 
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CDR: Call Data Record 

SDR: Subscriber Data Record 

CAF: Customer Application Form 

SIM: Subscriber Identity Module Card 

IMEI: International Mobile Equipment  

                       Identity (It is a 15 digit number) 

                       ex: 355386042568511 

IMSI: International Mobile Subscriber 

                       Identity (It is also a 15 -20 digit number) 

                       ex: 404490371646188  

SMSC: Short Message Service Center 

 

Important terminology 



1. Subscriber Data Record (SDR) 

 

 
 

 
 
 

2. (i) CDRs  up to 6 months old 

 
       (ii) CDRs  more than 6 months       

             old 
 

3. Copy of CAF 
 
 
 

4. BTS Location Information 
 

1 hour,  in all cases of subscribers 

acquired before 15 days and in 

other cases where subscribers 
data has been updated. 

24 hours, in case of subscribers 
acquired within 15 days. 

 

12 hours. 

 
24 hours. 

 
 

In 72 hours, during 3 months from 
now. 

In 48 hours, in other cases. 
 

1 hour  to 6 hours. 
 

Timeline to MSP 
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According to TRAI (Telecom regulation authority of 
India) act of 1997, each and every service provider 
has to save the record of customer information for a 
stipulated time and will be given on demand.  

 This regulation is mandatory for every telecom 
provider and only those who agree on terms can be 
given licenses from DOT. 

 C-DoT ( Center for development of telematics) is 
responsible for lawful interception of voice?s, SMS?s, 
CAF?s, CDR?s and also Internet traffic. Which again 
complies with section 5(2) of the Indian 
telegraph act r/w rule 419(A) of IT Rules. 

Lawful intercept and 
monitoring 



Raw CDR Sample 



Segregated CDR 



Sample Cell ID List 



Import Cell ID’s to CDR 
 



Number Link analysis 

CDR Analyzers are designed 

for interactive 

data visualization which 

enables Investigating  

Officers to visually 

interrogate the data using 

various types of graphics such 

as Geo maping, timeline etc. 



Geo-spatial analysis 



Group analysis |Call Map 



Protocol 
Collection from Complainant 

Collection from internet 

Collection from Banks/ Payment gateways 

Collection from Internet Service Providers 

Collection from Mobile Service Provider 

Collection from Social Media 

Collection from Mail Service Providers. 

Collection from Business Sites 

Collection From Storage Media/cloud. 
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Red Notice 
To seek the 

location and arrest 
of wanted persons 

with a view to 
extradition or 
similar lawful 

action. 
 

FORM 

Yellow Notice 
To help locate 

missing persons, 
often minors, or to 

help identify 
persons who are 
unable to identify 

themselves. 

Blue Notice 
To collect 
additional 

information about 
a person’s identity, 

location or 
activities in relation 

to a crime. 

Black Notice 
To seek 

information on 
unidentified 

bodies. 

INTERPOL Notices 



Green Notice 
To provide warnings 

and intelligence 
about persons who 

have committed 
criminal offences and 
are likely to repeat 

these crimes in other 
countries. 

Orange Notice 
To warn of an event, 
a person, an object 

or a process 
representing a 

serious and imminent 
threat to public 

safety. 

﻿INTERPOL–United 

Nations Security 
Council Special 

Notice  
Issued for groups 

and individuals who 
are the targets of UN 

Security Council 
Sanctions 

Committees. 

Purple Notice 
To seek or provide 

information on modi 
operandi, objects, 

devices and 
concealment methods 

used by criminals. 



Social Media is being  the most potential source 
for the cyber criminals to conduct any sort of 
crime ( online harassment/ hacking/ phishing 
or cheating) 

There is a challenge to trace these sophisticated 
cyber criminals as they grow with the evolving 
technology. 

Further law enforcement cell(s) are being formed 
to help the local police to conduct their 
investigation with regards to the online crimes 
and investigations. 

Social Media Analysis 
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                  Open Source Intelligence 
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Digital investigations 

• Identifying and securing the crime scene 
•  >As is where is? documentation of the scene of offence 
• Collection of evidence 
 4 Procedure for gathering evidences from Switched-off 

Systems 
 4 Procedure for gathering evidence from live systems 
• Forensic duplication 
• Conducting interviews 
• Labeling and, documenting of the evidence 
• Packaging, and transportation of the evidences 



Questions to be asked 
– Which are the user accounts that are present in the 

computer? 
– What financial applications/software applications are 

installed in the system? 
– Are there any logs available for these applications? 
– Please provide the list of files/filenames that were 

recently accessed 
– What external devices (like thumb drives/external hard 

drives) were connected to the computer? 
– Are there any databases and excel spread sheets 

available in active or deleted state? 
– Are there any accounting packages/software installed? 
– Are there any encrypted or password-protected files 

available? If so, please extract the content from them? 
– Are there any pornographic images/videos present in 

the computer system? 
– Was the system date and time changed at any point of 

time? 



Model Questions to be asked 

• – What type of operating system has been installed in 
the computer? 

• – When was the operating system installed? 
• – Please provide the user names/users present in the 

system 
• – What programs or software is installed in the 

computer? 
• – What is the IP address assigned to the system, if 

any? 
• – What is the MAC address of the system? 
• – Are there any information relating e-mail addresses 

present in the computer system? 
• – Are there any chat messenger software installed. If 

so, are there any chat IDs/profiles? 
• – Any suspicious or malicious software installed? 
• – Please provide the Internet history of the computer 

(Web sites accessed, files uploaded, downloaded, etc.)? 
• – Are there any firewall logs available in the system? 



 Opinion from the Forensic Examiner 

• The forwarding letter to the FSL for scientific analysis 
and opinion should mention the following 
information. 

• Brief history of the case 
• The details of the exhibits seized and their place of 

seizure 
• The model, make and description of the hard disk or 

any storage media 
• The date and time of the visit to the scene of crime 
• The condition of the computer system (on or off) at 

the scene of crime 
• Is the photograph of the scene of crime is taken? 
• Is it a stand-alone computer or a network? 
• Is the computer has any Internet connection or any 

means to communicate with external computers? 



Preliminary Review of the Scene  

Residence of the individual 

Cyber Café/Public places 

Companies/Organizations 

With or without networks 



Information exists on the computer in the form of data. 

Data is processed by the computer to produce items 

such as letters, images or spreadsheets 

001010110101

0100111101011

011101000100    

1101 10 

Processor 



Three Common Types of Storage 

Magnetic 

Silicon 

Optical 



Typical Hard Drive Construction 

Platters 

Read/Write head 



Accessing Information on a Hard Drive 

Tracks and Sectors 

The computer must have 

a reference point from 

which to access all other 

points on the disk – the 

file allocation table or 

FAT 

The hard disk must be 

divided into a grid like 

pattern to allow for 

<packets= of 
information to be stored 

The disk is therefore 

divided into: Tracks 

Sectors 



Accessing Information on a Hard Drive 

Heads 



Data about the data 
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Forensic Process 
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Forensic Analysis Software 



File Signatures 



EnCase Gallery  



Popular Forensic Software Tools 

For Disk Forensics 

- Encase 

- FTK 

- Belkasoft 

 

 

For Mobile Forensics 

- UFED 4 PC, UFED Touch 

- XRY 

- Mobiledit  

- Oxygen Detective 

 

 

For Social Media Related 

- Magnet Axiom 

- X1 Social Discovery 

 





Formatted disks 

File slack 

Why To Image 



Hardware Write Blocker 



Cell phone 

Address book 

Planner & Organizer 

Messenger 

Photo & Video camera 

GPS navigator 

Web client 

Platform for 3rd party apps 

Smartphone is a small PC 



Screen Captures:  The simplest way.  Use a camera to take pictures of 
what?s on the screen.  Reporting tools available. Sometimes this is the only 
way.     

Logical Analysis: – Extracting the data on the device that you see and can 
access on the device.  No deleted information with this method.  Call logs, 
phone books, sms messages, pictures, email, browsing etc.  The <active= 
information on the device can be extracted using a <Logical= extraction 
tool.  This is the standard method today.  Plenty of tools and easy to use.  

File System & Advanced Logical Analysis: 

Physical Analysis: – The practice of extracting data from the physical 
memory of the device, and removable memory.  Like PC forensics, you are 
getting the raw binary / hex data.  Requires decoding and understanding of 
language and techniques used by device manufacturers.  Physical analysis 
is the way to deleted information, but it is difficult and sparsely supported.  
Only a few tools.  Mostly Nokia supported.  Early days of the new standard.   

Chip Level Analysis: - Analysis of the chips in the phone by removing them 
from the device and probing for data, or rebuilding another phone.  
Extremely technical.  Broken SIMs analyzed this way. 

Data Capture Options   

Mobile Device Forensics Overview  



Logical Extraction Results  
 A well formatted report: 

 Call logs, Contacts, SMS messages, Videos, Photos, 
Audio, Music 

 



File System Extraction Results 

SMS, Contacts, Call Logs, MMS, Notes, 
Applications, Voice Mails, Calendar, Bluetooth, 
GPS, Notes, Bookmarks, Skype, Chat, Cookies, 
Facebook Content 

 

.plist files containing great forensic data 

>keychain-2.db? - Networks the user connected to including 
Wi-Fi, VPN, Bluetooth and the Apple iTunes Store ID.  

Other databases contain information from Apps 

 



Registry: A Wealth of 
Information 

Information that can be recovered include: 

System Configuration 

Devices on the System 

User Names 

Personal Settings and Browser Preferences 

Web Browsing Activity 

Files Opened 

Programs Executed 

Passwords 

 



   Section 65B(1) – 

Electronic record  in form of CD, DVD, Print Out admissible subject to 
condition in Section 65B(2).  

 

Section 65B(2)- 

The computer from which the record is generated was regularly used to 
store or process information in respect of activity regularly carried 
on by a person having lawful control over the period, and relates to 
the period over which the computer was regularly used;  

Information was fed in computer in the ordinary course of the 
activities of the person having lawful control over the computer;  

The computer was operating properly, and if not, was not such as to 
affect the electronic record or its accuracy;  

Information reproduced is such as is fed into computer in the ordinary 
course of activity.      

 

 
Sec. 65B-Admissibility  
of Electronic Records 

 



   Section 65B(3) – 

The combination of computer used for storage or processing shall be 
constituted as a single computer. 

  

   Section 65B(4) – The certificate is to be given: 

Identifying relevant electronic record and the manner of production;  

Particular of the device producing the electronic record.  

and purporting to be signed by a person occupying a responsible 
official position in relation to -  

the operation of the relevant device or  

the management of the relevant activities  

 

 
Sec. 65B-Admissibility  
of Electronic Records 

 



 

 

Computer-stored versus computer-generated. 

 

Computer-stored evidence includes documents and other 
records that were created by a human being and that just 
happen to be stored in electronic form. 

Examples include word processing files, e-mail messages, 
and Internet chat room messages. 

LOG FILES are computer generated files 

 

 

 



Hash value and utility. 

When you apply the hashing algorithm to an arbitrary amount of 
data, such as a binary file, the result is a hash . This hash has 
a fixed size. MD5 is a hashing algorithm that creates a 128-
bit hash value. SHA-1 is a hashing algorithm that creates a 
160-bit hash value. 

Hash value is generated for the memory used( both active and 
passive) not for the Hard disk as people think. 

This function is required in case of imaging the original storage 
media on to another sterile media and if the resultant copy has 
the same hash value it indicates that, it is as good as original.  

A 65 B certificate is required from the system administrator or 
lawful authority. 



Where Hash value is being 
collected. 

The CCTV captured clippings, bank related servers 
and servers which can?t be seized, such 
situations we do imaging with the help of our 
Cyber Lab or FSL. 

The CDRs which are relevant for proving a fact 
requires IE Act-65 B certificate from the 
concerned. 

65 B certificate is to be collected at the time taking 
the data from the concerned not at the time of 
submitting the charge sheet. 

Anwar vs Basheer case of Hon?ble Supreme court. 



Copy vs Original 

Many a times people feel that the evidence found 
in portable storage media( USB drive, CD, 
DVD)is copy which requires 65 B certificate, but 
many cases we found if a file is generated and 
saved directly in portable storage media then it 
is original though it is in portable storage media. 

In DATA BASE related issues, there is confusion 
to establish which is original and which is copy. 
It requires in depth understanding of the 
structure of data base. 



Blocking of sites. 

Section 69 A: Blocking sites for national security only 
and not for pornography or defamation or copy 
right violation. 

 

Section 79 (3)B : Blocking/removing of content in 
cases of cognizable offences. 

 

 CYCORD- MHA initiative to help all the state police 



Types of IP address 
Static IP address 

Remains constant even if  the user disconnects & 
reconnects to the Internet 

Tracing the IP may identify the owner, or it may also 
just identify an ISP 

 Version 4( 4 Billion IP Addresses only) 

      0-255.0-255.0-255.0-255 (FOUR SEGMENTS) 

      Ex         62.135.45.01 

      Version 6( Trillion, Trillion, Trillion IP?s) 

    EX: 
ABCD:EF01:2345:6789:ABCD:B201:5482:D024   

    (EIGHT SEGMENTS) 

 



Dynamic IP address 

   Changes each time the user logs onto the 
Internet 

   Tracing will only provide the details of the ISP 

   Need to conduct a further check with the 
customer records of that ISP 

 

MUST provide an accurate date and time!! 

 



Private IP address 

    Private IP addresses can only be used in internal 
LANs 

    If investigator come across one of these in an 
Internet investigation, there must have been a 
mistake (or a forged IP address) 

 

 IP addresses: 10.0. 0.0 – 10.255. 255.255. 

 IP addresses: 172.16. 0.0 – 172.31. 255.255. 

 IP addresses: 192.168. 0.0 – 192.168. 255.255. 

 

 



         Framed IP/ IP NATing 
 

Same public IP address given to multiple mobiles/ 

data cards at same time with private IP 
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  State (NCT of Delhi) Vs. Navjot Sandhu  

            (AIR 2005 SC 3820) 

 

Electronic evidence can be made admissible by 
adducing secondary evidence under Section 63 & 
Section 65 of Evidence Act irrespective of 
compliance of Section 65B Evidence Act.  

 

Overrule by the Supreme Court.  

 

Sec. 65B-Admissibility  
of Electronic Records 



Anvar P.V. Vs. P.K. Basheer and Others  

The Supreme Court held: 

 

Electronic Record can be produced in terms of Section 65B Evidence 
Act.  

If no certificate under Section 65B, no oral evidence to prove the 
electronic record.  

If there is a certificate under Section 65B, expert opinion can be 
rebutted under Section 45A of Evidence Act.  

Section 65B being non-obstante clause shall prevail over general 
law.  

Section 65B would prevail over Section 63/Section 65 of Evidence 
Act.  

Overruled Navjot Sandhu Case to the extent of admissibility of 
electronic records.  

 
Sec. 65B-Admissibility  
of Electronic Records 

 



   Admissible as per Sec 65B EA 

 

 Banker Books :- Require three certificate as per Sec 2A of 
Banker Books Of Evidence Act (BBEA) 

A certificate to the effect that it is a printout of such entry or a copy of 
such printout by the principal accountant or  branch manager. 

Authenticity certificate from person in-charge of computer system 
regarding:-  

Details of Computer System 

Process of Data Storage 

Safeguard to protect Computer System and Data 

such computer system operated properly at the material time, he was 
provided with all the relevant data and the printout in question. 

 

 The BBE Act being a special law will prevail over the Evidence Act 
which is a General law.  

 

Computer Print Outs  
 



   Hon’ble Judge of Delhi High Court in the matter 
of Dharmabir Khattar Vs. CBI has held that : 

A new Hard Disk is a storage device. 

Once a blank hard disk is written it becomes a electronic record.  

Even if the Hard Disk is formatted or wiped, it would contain 
Meta Data and as such it is a electronic record. 

Through Forensic Software, it is possible to extract Meta Data 
and deleted data.  

 

Section 65B Evidence Act would include: 

Active accessible information 3 allocated data; 

Data in subcutaneous memory 3 unallocated and unpartioned 
space.  

 

Admissibility of Hard Disk 
 



     SMS can be proved by: 

 

   SMS can be proved by: 

 

Original mobile phone containing the SMS 

 

Extracted copies of SMS along with Certificate U/s 
65B Evidence Act.  

 

Spoofed SMS is a challenge  

 

Admissibility of Documents  
 



State of Maharashtra Vs. Dr. Praful B 
Desai (AIR 2003 SC 2053) 

Amitabh Bagchi Vs. Ena Bagchi  

  (AIR 2005 Cal 11)  

 

The presence of the witness does not mean actual 
physical presence.  

 

There is no reason why the examination of a witness 
by video conferencing should not be an essential 
part of electronic evidence6.  

 

Videos/Conferencing Admissibility 
 



  Require a Certificate U/s 65B of EA: 

Server owned by the company 

Data in e-mail clients 

E-mail on Intermediary Server 

 

Section 88A-Presumption as to Electronic 
Messages: 

An electronic messages sent by the email  

Message sent by the originator through email 
server is the same as received by the addressee.  

Email Admissibility  
 



  ARK Shipping Co. Ltd. Vs. GRT Ship 
Management Pvt. Ltd. 2008(1)ARBLR317 
(Bom) 

5The high court while dealing with the admissibility 
of email accompanied by the affidavit of the 
witness as to the emails being the original 
reproduction of the content of the electronic record 
which are authored by him and exchange through 
the terminal used by him and as such admissible 
and is the sufficient compliance of section 65B of 
the evidence act6. 

 

Forged e-mail - -  a challenge  

 

Email Admissibility  
 



  Syed Asifuddin & Ors. Vs. State of A.P 
[2005CriLJ4314]  

A Cell Phone is a computer as envisaged under 
the IT Act. 

 

  Data in a CD/DVD  

  Mrs. Havovi Kersi Sethna Vs. Mr. Kersi 
Gustad Sethna [2011(3)BomCR100] 

CD/DVD containing electronic records are copies 
and as such not admissible without certificate 
under Section 65B Evidence Act.  

Data in a Mobile 



Forensics 

Lab will analyze the storage media and provide 
opinion consisting of active data( saved by user 
in the system), deleted Data, unsaved 
data(emails, web access data), different log files 
and partial data. 

Computer will have user generated data and 
system generated data. 

User generated data requires more analysis for 
authentication where as system generated data 
doesn?t require more authentication as user will 
not have control over the content. 

 



 

1. What types of digital evidence have 

been collected? For example, in a cyber 

stalking case, is there a hard copy (printed) 

version of the e-mail? Is there an electronic 

copy? Does it contain full header 

information? 

 

2. Who handled the evidence? 
a. Document the name and job function of 

each individual who handled the digital 

evidence.  

b. Identify everyone who had control of the 

digital evidence before it was seized. 

 
 

 

 



3. How was the digital evidence 
collected and stored? 

a. Identify any tools or methods used to 
collect the digital evidence. 

b. Determine who had access to the digital 
evidence after it was collected 

 

4. When was the evidence collected? 
Document the date and time when the 
evidence was collected (including a 
reference to time zone if necessary). 

Consider using a timeline to demonstrate 
the collection of evidence.  



5. Where was the evidence when it was collected? 

a. Geographical (e.g., >In what room? On what desk??) 
b. Hardware 

1. What kind of machine/device held the digital evidence? 

2. Who had access to the machine/device? 

3. Who owned the machine/device? 

4. Is a serial number present? 

5. Was the machine/device a shared device? 

6. Was information retrieved from a network? 

7. Was information password-protected? 

8. Who had access to password-protected information? 

c. Offsite (e.g., servers – e- mail or remote – and web pages) 



 
 Use of Camera to capture and transmit images / video 

 
 Transmission may be Point-to-Point (P2P), Wireless or 

through Internet 

CCTV 
Camera 

DVR LCD 
Monitor 
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 Contains  

 Lenses 

 CMOS or CCD Chips 

 Analog Vs Digital  

 IP Camera Vs Wireless Camera 

 Day/ Infrared Camera 

 Manual or Auto Iris Camera 
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 Standalone / Embedded or PC Based 
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Mining- Minors 
 

Miners validate new transactions and record them on the global ledger (blockchain). 

 Miners compete to solve a difficult mathematical problem based on a cryptographic hash 
algorithm.  

The solution found is called the Proof-Of-Work. This proof proves that a miner did spend a 
lot of time and resources to solve the problem.  

When a block is 'solved', the transactions contained are considered confirmed, and the 
crypto coin concerned in the transactions can be spend. So, if you receive some coin on 
your wallet, it will take approximately 10 minutes for your transaction to be confirmed 
as in case of bitcoin. 

Miners receive a reward when they solve the complex mathematical problem.  

There are two types of rewards: new coins or transaction fees.  

The amount of coins created decreases every n number of blocks as defined in the protocol 
for the coin. This number will keep going down until no more coins will be issued 

Miners can also receive rewards in the form of transaction fees. The winning miner can 
'keep the change' on the block's transactions. As the amount of coins created with each 
block diminishes, the transactions fees received by the miner will increase. After no new 
coins are released, the winning miner will only receive transaction fees as his reward. 

 

 

 







Red Notice 
To seek the 

location and arrest 
of wanted persons 

with a view to 
extradition or 
similar lawful 

action. 
 

FORM 

Yellow Notice 
To help locate 

missing persons, 
often minors, or to 

help identify 
persons who are 
unable to identify 

themselves. 

Blue Notice 
To collect 
additional 

information about 
a person’s identity, 

location or 
activities in relation 

to a crime. 

Black Notice 
To seek 

information on 
unidentified 

bodies. 

INTERPOL Notices 



Green Notice 
To provide warnings 

and intelligence 
about persons who 

have committed 
criminal offences and 
are likely to repeat 

these crimes in other 
countries. 

Orange Notice 
To warn of an event, 
a person, an object 

or a process 
representing a 

serious and imminent 
threat to public 

safety. 

﻿INTERPOL–United 

Nations Security 
Council Special 

Notice  
Issued for groups 

and individuals who 
are the targets of UN 

Security Council 
Sanctions 

Committees. 

Purple Notice 
To seek or provide 

information on modi 
operandi, objects, 

devices and 
concealment methods 

used by criminals. 



Social Media is being  the most potential source 
for the cyber criminals to conduct any sort of 
crime ( online harassment/ hacking/ phishing 
or cheating) 

There is a challenge to trace these sophisticated 
cyber criminals as they grow with the evolving 
technology. 

Further law enforcement cell(s) are being formed 
to help the local police to conduct their 
investigation with regards to the online crimes 
and investigations. 

Social Media Analysis 
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                  Open Source Intelligence 
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SOS – Search Our Suspect 



Truecaller - ID Search 



CEO- Election Commission 
Database Search 



Property Tax Public 
Search 



Whatsapp Search 





ClickMeter is one such method of grabbing the user IP address / Browser 
Details and Operating System Type. 

Social Media Tracking 



GPS Location tracking through Website(s) 

Social Media Tracking 



Email Tracking 

Email tracking is the most efficient method of 
tracking the offenders back. 

The method involves tracking of email via a 
tracker sent though email. This tracker could 
tack the IP address/system information of the 
user who open(s) it. 
The other method is gaining access to the 
target(offender) computer via attachment. 



Email Tracking - 
Yesware 



Email Tracking - Yesware 



Facebook GPS secret : If your GPS is 
Turned ON then Facebook chat can track 
your GPS Location. 



Google GPS Track : Your Google account 
keeps an EYE on YOU!! 



Gateway: A payment gateway is an e-commerce 
application service provider service that 
authorizes credit card payments for e-
businesses, online retailers, bricks and clicks, or 
traditional brick and mortar. It is the equivalent 
of a physical point of sale terminal located in 
most retail outlets. 

Most of the times we request the logs 
relating to the debit/credit card. But 
when we look/seek entire logs for the 
user/wallet then ?? 

 

Payment GATEWAY(s) 



Payment GATEWAY(s) 
Oxigen Wallet 



DNS - hierarchical distributed naming system for 
computers, services, or any resource connected 
to the Internet or a private network. It 
associates various information with domain 
names assigned to each of the participating 
entities. 

The Process help in identifying: 
      Server IP address 
      Service based area(USA,INDIA) 
       Other Domains associated with IP 
 

DNS LOOKUP 



WHOIS LOOKUP- IP Based 



WHOIS LOOKUP- Domain Name 
Based 



PING : Ping is a computer network 
administration software utility used to test the 
reachability of a host on an Internet Protocol 
network and to measure the round-trip time for 
messages sent from the originating host to a 
destination computer and back. 
 
Open command prompt and type the domain 

name: ping www.google.com 
 

PING – Identify IP address of the 
Service 



PING – Identify IP address of the 
Service 



 To find out the Service Provider of any phone 
number. Visit the link: 

      
http://en.wikipedia.org/wiki/Mobile_telephone_
numbering_in_India  
 Install this software on your computer system as 

well as mobile phones based on android and 
Java 

http://www.shaplus.com/mobile/  

Who is your MSP? 
(Mobile Service Provider) 

http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://www.shaplus.com/mobile/


Mobile Service Provider  



Mobile Service Provider  
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